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OIIPEJAEJIEHUSA

B Hacrosiiem 10KyMeHTe HCIOIb3YIOTCS CIEAYIOLINE TEPMUHBI M UX ONPEIEICHUA:

ABTOMATH3HPOBAaHHASl CHCTeMa — CHCTEMa, COCTOSINAs U3 NEPCOHAIAa U KOMILIEKCa
CPEACTB aBTOMATH3allMM €ro JesTeIbHOCTH, peaIn3yromas HH(MOPMALUOHHYIO TEXHOJOIUIO
BBINOJIHEHUS YCTaHOBJICHHBIX (DYHKIIMH.

AyTeHTH(UKAIUA OTIPABUTEJsI JAHHBIX — IMOATBEPXKACHUE TOr0, YTO OTIIPABUTEIND
MIOJyYEHHBIX JIaHHBIX COOTBETCTBYET 3as1BJICHHOMY.

Be3onacHocTh MepCOHANBHBIX AAHHBIX — COCTOSIHHE 3alUILEHHOCTH MEPCOHAIBHBIX
JAHHBIX, XapaKTepU3yeMOE€ CIIOCOOHOCTBIO IIOJb30BATENIEH, TEXHUYECKUX CpPEICTB U
UHPOPMALIMOHHBIX  TEXHOJOTMH  OOecrnevynTh  KOH(PUACHIMATBHOCTh, ILEJIOCTHOCTh U
JIOCTYITHOCTh II€PCOHAJIBHBIX JaHHBIX IpU HMX 00paboTke B HHGPOPMALMOHHBIX CHCTEMax
HEPCOHAIBHBIX JaHHBIX.

Buomerpnueckne mnepcoHajbHble JaHHbIE — CBEACHMS, KOTOPbIE XapaKTEPU3YIOT
¢u3nonornueckue OCOOCHHOCTH YeNOBEKa M Ha OCHOBE KOTOPHIX MOXXHO YCTAaHOBHUTBH €rO
JMYHOCTh, BKJIIOYasg (oTtorpaduu, OTHEYaTKH NajblieB, 00pa3 CeTYaTKH IJa3a, 0COOEHHOCTH
CTPOEHUS TeJla U APYTYIo M0J00HY0 HHPOPMALHIO.

BioknpoBanue mepcoHAJBHBIX [JAAaHHBIX — BPEMEHHOE IIpeKpalieHue coopa,
CUCTEMAaTH3alluM, HaKOIUICHUS, UCIIO0JIb30BAHUS, PACIPOCTPAHEHNUs], IEPCOHAIBHBIX JaHHBIX, B
TOM YHCJIE UX MepelauH.

Bupyc (koMnbHOTEepHBbIH, MPOrPAMMHBIN) — HMCIOJHAEMbId IPOTPAMMHBIN KO WIIU
UHTEPIPETUPYEMbI HA0Op MHCTPYKLUH, 00JadarolMii CBOMCTBAaMM HECAHKLHOHHUPOBAHHOTO
pacrpocTpaHeHuss U caMmoBocnpou3BeaeHus. Co3laHHbIE TyONIUKAaThl KOMIBIOTEPHOTO BUpYyCa
HE BCerja COBIAJAIOT C OPUTMHAJIOM, HO COXPaHSIOT CIIOCOOHOCTh K JalibHeimemy
pacpoOCTPAaHEHHUIO U CAMOBOCIIPOU3BEIEHUIO.

BpenonocHas mnporpaMmma— nporpamma, MpeAHa3HauY€HHas MJis OCYIIECTBICHUS
HECaHKLMOHUPOBAHHOTO JOCTYyNa U (MJIM) BO3JCHCTBUS Ha MEPCOHAIbHBIE JaHHBIE WIIH PECYPChI
MH(POPMALMOHHOM CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

BcenomorarenbHble TEXHHYECKHE CPEACTBA M CHCTEMbl— TEXHUYECKHE CPEICTBA U
CHCTEMBbI, He NpeHa3HAuECHHbIE IS Iepeaun, 00pabOTKU U XpaHEHHUS NIEPCOHAIbHBIX JaHHBIX,
YCTaHABIIMBAEMbIE COBMECTHO C TEXHUYECKHUMH CPEJCTBAMH U CUCTEMaMHU, IIpelHa3HaYeHHbIMU
s 00pabOTKM MNEPCOHANbHBIX JAHHBIX MM B TOMELICHHMSX, B KOTOPBIX YCTAHOBIICHBI
MH(pOPMAaIMOHHbBIE CUCTEMBbI IEPCOHATIBHBIX JTAHHBIX.

JocTtyn B omepauMoHHYKW cpeay KommnbioTepa (MHPOPMALMOHHOW CHCTEMBI
NMEePCOHANBbHBIX JAHHBIX) — IIOJyYE€HHE BO3MOSMOCTH 3allyCKa Ha BBINOJIHEHHE IITAaTHBIX
KOMaHJ, (YHKUMH, TMpoueayp ONEpaluoHHOH cHCTeMbl (YHHYTOXKEHHs, KOIMUPOBAHMA,
nepeMeneH s U T.11.), UCTIOIHAEMBIX (aiyIoB MPUKIIAJAHBIX TPOTPAMM.

Joctyn kK HHGOPMAIIMH — BO3MOXHOCTH MTOTy4eHHUs HH(POPMAILIUU U €€ HCIIOJIb30BaHMUS.

3ak/aq04HOe YCTPOMCTBO — D3JEMEHT CpeAcTBa cheMa HMH(OpPMAIMK, CKPHITHO
BHEJPSEMbII (3aKiaJbIBa€MbIi WM BHOCHMBIN) B MeCTa BO3MOXHOTO cheMa uMHpopManuu (B
TOM YHCJIe B OTpa)/J€HHe, KOHCTPYKIIMIO, 000pYJOBaHUE, MPEIMETH MHTEPhEPA, TPAHCIOPTHBIE
CpE/CTBa, a TAKXKe B TEXHUYECKHUE CPEACTBA U CUCTEMbI 00pabOTKH HH(DOpMAIIIHN).

3ammumaemas nHopmanusa— uHGOpMaIus, SBIAIOLIAsICA IPEIMETOM COOCTBEHHOCTH
U TOjJekallas 3alluTe B COOTBETCTBUM C TpPEOOBaHMSAMU IIPABOBBIX JOKYMEHTOB WM
TpeOOBaHUSAMH, YCTAaHABINBAEMBbIMU COOCTBEHHUKOM MH(pOPMAIIUH.

HNnenTuduxanuss — nprcBoeHue cyObeKkTaM U 00bEKTaM J0CTyIa WIEHTH(UKaTOpa U
(W)  cpaBHEHHME  TPEIBSABIAEMOrOo  HACHTH(HUKATOpa C  TEPEYHEM  IPHUCBOCHHBIX
UIEHTU(UKATOPOB.



NudopmaTuBHbIii  CHTHAJ  —  DJEKTPUYECKHE  CUTHAJbl,  aKyCTUYECKHE,
JJIEKTPOMArHuTHbIE W Jpyrue (Qu3uyeckue IMoJisg, MO MapaMerpaM KOTOPbIX MOKEr OBITh
packpeiTa KoH(HUIACHIMaNbHas WHGopMalus (MepcoHANbHBIC ITaHHBIE) oOOpabaThiBacMas B
UH(POPMALIMOHHON CUCTEME MEPCOHAIBHBIX TaHHBIX.

HNudopmanuonnas cucrema nepcoHaibHbIX 1aHHbIX (MCIIIH) — wrpOpMarmonHas
CUCTEeMa, MPEACTABIAIONIAs COOOM COBOKYITHOCTb IMEPCOHANbHBIX JaHHBIX, COJEPKAIIMXCA B
0a3e JaHHBIX, a TaK)Ke HHPOPMAIIMOHHBIX TEXHOJOTUN U TEXHUYECKUX CPEJCTB, MO3BOJISIOIINX
OCYIIECTBIATH OOpabOTKYy TakuX MEPCOHATIBHBIX JAHHBIX C HCIOJB30BAHHUEM CPENCTB
aBTOMATH3alMU WK 0€3 UCTIONb30BAHUS TAKUX CPEJICTB.

HNudopmanuoHHble TeXHOJOTHM — IIPOILIECCHI, METOABI MoMCKa, cOopa, XpaHEHHS,
00paboTKH, MPENOCTABICHUS, PACHpPOCTPAaHEHUS WH(GOPMALMUA M CIIOCOOBI OCYIIECTBICHHUS
TaKHUX IPOLIECCOB U METOJIOB.

Hcnonb3oBanne nepcoHAJBHBIX JAHHBIX — JEHCTBUS (ONepanum) ¢ NepCOHATbHBIMU
JAHHBIMHU, COBEPIIAEMbIE ONEPATOPOM B LENSIX MPUHATUS PEIICHUN WM COBEPIUEHUS HHBIX
NEHCTBHM, MOPOXKIAIONINX IOPUANYECKHE TTOCTIEACTBUS B OTHOLICHUH CyOBEKTa MepCOHATBHBIX
JAHHBIX WU JIPYTHX JIHI JU00 MHBIM 00pa30M 3aTparvBaroIIUMX MpaBa M CBOOOIBI CyOBEKTa
MEPCOHAIBHBIX TAHHBIX WIIA JPYTUX JIUII.

Hcrounnk yrpossl 6e3onacHocTH HHGOPMAUMH — CYOBEKT AOCTYIa, MaT€pUAIbHBIN
00BEKT WK (pu3HUecKoe TICHHUE, SIBISIOMINECS TPUINHON BOZHUKHOBEHUS YTPO3bl O€30MIaCHOCTH
uH(pOopMaLIUH.

KonTposimpyemasi 30Ha — T[pOCTPaHCTBO (TEpPpUTOpUs, 3[aHUE, YACTh 3/aHUf,
MOMEIIEHUE), B KOTOPOM HCKIIIOUEHO HEKOHTPOJIHMpYyeMOe MpeOblBaHWE MOCTOPOHHHX JIHII, a
TaK)Xe TPAHCIIOPTHBIX, TEXHUYECKUX U UHBIX MAaTEPUAIbHBIX CPEJICTB.

KonduaeHunaabHOCTh MEPCOHUATBHBIX JAHHBIX— 0053aTeIbHOE A COO0/ICHUS
OIepaTOPOM WJIM MHBIM IOJIYYHMBIIUM JOCTYI K NE€PCOHAIBHBIM JIaHHBIM JIMIIOM TpeOOBaHUE HE
JIOTTYCKaTh UX paclpocTpaHeHue 0e3 coryiacusi cyObeKTa MepCOHaIbHBIX JAHHBIX WIM HATUYMS
MHOTO 3aKOHHOT'O OCHOBAHUS.

Me:kcereBoii 3IKpaH — JOKaJbHOE (OJHOKOMIIOHEHTHOE) WM (YHKIIMOHAIBHO-
pacripeielIeHHOe IPOorpaMMHOe (IIPOrpaMMHO-aIapaTHOE) CPEeICTBO (KOMILIEKC), peau3yolee
KOHTpOJIb 3a uHoOpMaluel, mocrynaromeil B WH(OOPMAIMOHHYIO CHCTEMY IEepPCOHATbHBIX
JTAHHBIX U (W) BBIXOASIIEH 13 HHPOPMAIIMOHHON CUCTEMBI.

Hapyummreb 0€301aCHOCTH NMEPCOHAIBHBIX JAHHBIX — (PU3HUECKOE JIUIO, CIYYauHO
WIM TpeIHAMEPEHHO COBEpIIAIoIee NEHCTBUS, CIEICTBUEM KOTOPBIX SBISIETCS HapylIEHHE
0€30MacHOCTH TEePCOHANBHBIX JaHHBIX HPU HX 00pabOTKE TEXHUYECKUMH CpEeACTBAMHM B
MH(OPMALIMOHHBIX CHCTEMaX MEPCOHAIbHBIX TAHHBIX.

HeaBromaTu3upoBanHass 00pa0doTKa MeEpPCOHATBHBIX JaHHBIX — 00paboTka
MEPCOHANBHBIX JTAHHBIX, COAEpPKAIIUXCS B MHPOPMAIMOHHON CHUCTEME MEPCOHATbHBIX JTaHHBIX
700 W3BJICYEHHBIX U3 TAaKOW CHUCTEMBl, CUMTAETCS OCYIIECTBICHHON 0€3 HCIOJIb30BaHUS
CPEICTB aBTOMATHU3AIMK (HEaBTOMATH3UPOBAHHOW), €CIM TaKhe JEHCTBUS C MEPCOHATbHBIMU
JAHHBIMH, KaK MCIOJb30BAHHME, YTOUHEHHUE, PACHpPOCTPaHEHUE, YHUUTOXKEHUE MEePCOHATBHBIX
JAaHHBIX B OTHOLIEHUM Ka)X/J0Tr0 U3 CyOBEKTOB NMEPCOHAIBHBIX JaHHBIX, OCYIIECTBISAIOTCSA MPHU
HEMOCPEACTBEHHOM yYacTHH YeJIOBeKa.

HenekaapupoBaHHble BO3MOXKHOCTH - (DYHKIIMOHAJIbHBIE BO3MOXXHOCTH CPEJICTB
BBIYMCIIUTEIbHOM TEXHUKH, HE ONUCAHHbIE WM HE COOTBETCTBYIOIIME OINHCAaHHBIM B
JOKYMEHTAIlUH, MPH HCIOJIb30BAHUN KOTOPBIX BO3MOXKHO HapyllleHHe KOH(HIEHIUAIbHOCTH,
JOCTYITHOCTH WJIM LEJIOCTHOCTH 00padaThiBaeMON HHGOpMAIUH.

HecaHKIIMOHUPOBAHHBIH J0CAYN (HECAHKUMOHMPOBAHHBIE JEHCTBUA) — JOCTYN K
uH(pOpMallUU UK AeHCTBUS ¢ MHGOpMaIuel, Hapylaoye MpaBuiia pa3rpaHUueHus JOCTYIa C



UCTOJIb30BAaHUEM ILUTATHBIX CPEJCTB, MPEIOCTABISIEMbIX HH(MOPMAIMOHHBIMH CHCTEMaMHU
NEPCOHAIBHBIX JTaHHBIX.

Hocuresas uHpopManuu — GpuU3nUEcKoe JUIO WM MaTepHaIbHBIN O0BEKT, B TOM YHCIIe
¢u3uueckoe mone, B KOTOPOM HH(pOpMAIMi HAXOIUT CBOE OTpPaKEHHE B BHUJE CHMBOJIOB,
00pa3oB, COTHAJIOB, TEXHUYECKUX PEHIEHUH U MPOLECCOB, KOJMYECTBEHHBIX XapaKTEPUCTUK
(U3NYECKUX BETUYUH.

O0e31M4YMBaHNe NEPCOHATBHBIX JAHHBIX — JIEHCTBUSA, B pE3ynbTaTe KOTOPBIX
HEBO3MOXHO ONPEAEIUTh IMPUHAIIEKHOCTh MEPCOHATBHBIX IAHHBIX KOHKPETHOMY CYOBEKTY
NEPCOHATBHBIX JAHHBIX.

OO0padoTka mepcoOHAJBHBIX JAHHBIX — JIEWCTBHS (OIepanuu) C MNEPCOHATbHBIMU
JAHHBIMHU, BKJIIOYas cOOp, cHCTEMaTH3allI0, HAKOIUICHUE, XpaHEeHUe, YTOUHEeHHE (OOHOBIJICHNE,
W3MEHEHHUE), WCIOJB30BAaHUE, pacpoCTpaHeHHEe (B TOM YHCIIE Tepenady), oOe3nTnduBaHUE,
0JIOKMpOBaHKE, YHUUTOXKEHHUE IIEPCOHAIBHBIX JaHHBIX.

OO0wmenocTynHble MEpPCOHAJNbHbIE JAaHHble — IIEPCOHAJbHBbIC JaHHbBIE, JOCTYI
HEOTPAaHMYEHHOTO Kpyra JHMII K KOTOPBIM MPEJOCTaBICH C COTjacus CyObeKTa MepCOHaIBHBIX
JAHHBIX WJIM HAa KOTOPBIE B COOTBETCTBUU C (enepajbHBIMH 3aKOHAMH HE PacIpOCTpaHSIEeTCs
TpeboBaHUe COOIIOICHUS KOH(PHUACHIINAIBHOCTH.

OmnepaTop (MepCOHANBHBIX AAHHBIX) — TOCYJApCTBEHHBIM OpraH, MyHHIMIAIbHbIHI
Oprad, MHOpUAMYECKOE WIHM (HU3UYECKOE JMIIO0, OpraHu3yloliee M (WIKM) OCYIIECTBISIOIIEe
00paboTKy MEepPCOHAIBHBIX JIaHHBIX, @ TAKXKE ONPEACNSAIONINE LeNd U coJiepKaHue o0paboTKU
NEPCOHAIBHBIX JIAHHBIX.

Texuuueckue cpeacTBa HMH(POPMALHOHHON CHCTEMbI NMEPCOHATBHBIX JaHHBIX —
CpeACTBa BBIYMCIUTEIBHON TEXHUKH, WH(POPMALMOHHO-BHIYMCIUTEIBHBIE KOMIUIEKCHI U CETH,
CpeCTBa M CUCTEMBI Iepeaayn, npuema u oopadorku I1/IH (cpencTBa U cucTeMbl 3BYKO3aIMCH,
3BYKOYCWJIEHUS, 3BYKOBOCIIPOM3BEICHHUS, IE€PETOBOPHbIE M TEJIEBU3MOHHBIE YCTPOICTBA,
CpeACTBa M3TrOTOBJIEHHUS, TUPAKUPOBAHMUS JOKYMEHTOB M Jpyrue TEXHUYECKHE CpeAcTBa
0o0paboTku  peuyeBOH, rpaduyeckod, BHJIeO- U  OyKBEHHO-LIM(POBOH  uHPOpManun),
IPOTPaMMHBIE CpeICTBa (OTNEpaAlMOHHBIE CHUCTEMBI, CHCTEMBl YIpPaBICHHS 0a3aMH JaHHBIX U
T.11.), CPEJICTBA 3aIIUTHI HH(pOPMAIUK, TpUMEHsIeMble B MH(OPMAIIMOHHBIX CHCTEMAaX.

IlepexBaT (uHpoOpMaumu) — HENpaBOMEpPHOE TMOJy4YeHUEe HWHGPOPMAIUU C
WCTIOJh30BAHUEM TEXHHYECKOTO CPENICTBA, OCYIIECTBIIONIET0 OOHApyKeHHe, TpHeM U
00paboTKy HH(OPMATUBHBIX CUTHAJIOB.

IlepconanbHbie JaHHbIe — JIt00ast HHGOPMALKS, OTHOCSILANACS K ONPEISIIEHHOMY WU
OlpeseNsieMOMY Ha OCHOBaHMM Takol HHpopMmanuu ¢uznyeckoMy July (CyOBekTy
MIEPCOHATBHBIX JIAaHHBIX), B TOM YHCJE ero (GaMIIus, UMsi, OTIYECTBO, TOJI, MECHI, 1aTa U MECTO
pOXJEHUs, ajpec, CeMeWHOoe, COIHaTbHOE, HMYIIECTBEHHOE TOJ0XKEeHUEe, 00pa3oBaHUE,
npodeccus, 10X0abl, Apyras UHHOpMAaIHs.

IToGouHbIe 3JIeKTPOMATHUTHBIE H3Jy4YeHUS] M HABOJAKH — DJCKTPOMAarHUTHBIC
W3IYYCHUsT TEXHHUYECKUX CPEICTB O00pabOTKH 3aIuiiaeMoil MHPOPMAIMU, BO3HUKAIOIIAE KaK
noOOYHOE SBJICHHWE M BbI3BAHHBIE OHIEKTPUYECKHMMU CHUTHANaMH, JEHCTBYIOUIMMH B UX
JIEKTPUUECKUX M MArHUTHBIX IIETIX, a TaKXKe JIEKTPOMArHUTHBIE HABOJAKH STHX CHTHAJIOB Ha
TOKOIIPOBO/ISAIINE JTMHUU, KOHCTPYKIIMH U [N TIUTAHHS.

[MoauTHKAa «YHUCTOrO CTOJIA» — KOMIUIGKC OPTaHU3AIMOHHBIX MEpPOTPHUSITHIA,
KOHTPOJHUPYIOIUX OTCYTCTBHE 3alMChIBAHUS Ha OyMa)KHbIE HOCHUTENM KIHOYeH U aTpuOyTOB
nocTyna (mapoJieil) u XpaHeHust X BOJM3U 0ObEKTOB JOCTYIIA.

IMoab30BaTesib MH(POPMAIMOHHON CHCTEMBI TEPCOHAJBHBIX JAAHHBIX — JIAIO,
yuyacTBymoliee B (yHKIIMOHHUPOBAHUN MH()POPMAIIMOHHON CHCTEMBbl IIEPCOHANBHBIX JaHHBIX WIH
UCTOJIB3YIONIee Pe3yIbTaThl €€ (PYHKIMOHUPOBAHHUS.
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IIpaBuia pa3srpaHMYeHHsi J0OCTYNAa — COBOKYIHOCTH IPAaBWJ, PETIIaAMEHTHUPYIOLIINX
IpaBa JA0CTyMa CyOBEKTOB JOCTYIA K 00bEKTaM JIOCTYIIA.
IIporpamMHasi 3akjaagka — KOJA TPOTrPaMMBbl, TNPEAHAMEPEHHO BHECEHHBIH B

MporpaMMy C [eJbl0 OCYHIECTBUTh YTEYKY, HW3MEHUTb, OJIOKUPOBAaTh, YHHUYTOXUTH
uHOpPMALIMI0O WJIA  YHUYTOXKHUTHD W MOAM(PHUIMPOBATH MPOrpaMMHOE  oOOecredeHue
MH(POPMAIIMOHHON CHCTEMBl TEPCOHAIBHBIX JaHHBIX M (WiIM) OJIOKUPOBATh amIapaTHbIe
CpEICTBaA.

IIporpammuoe (mporpaMMHO-MaTeMaTHYeCKOe) BO3/eiicTBHE —
HECaHKLUMOHUPOBAHHOE BO3JCWCTBUE HA pPECypCchl aBTOMATU3UPOBAHHOM HMH()OPMALIMOHHOU
CUCTEMBI, OCYILIECTBIISIEMOE C UCIIOIb30BAHUEM BPEIOHOCHBIX ITPOTPaMM.

PackpbiTHEe NepCOHAJNBHBIX JAHHBIX — YMBIIUICHHOE WM CIIy4ailHO€ HapyllIeHHE
KOH(UIEHIMATBHOCTH NEPCOHAIBHBIX JTaHHBIX.

PacnpocTpanenue nepcoHaJbHBIX JaHHBIX — JICHCTBUA, HAPABJICHHBIC HA Tepeaavy
IIEPCOHANBHBIX JAHHBIX OIPENEICHHOMY KPYTy JIUIL (TIepeiaya NepCOHAIbHBIX JAHHbIX) UM Ha
O3HAKOMJICHHE C TMEpPCOHAJIbHBIMU JAaHHBIMA HEOTPAHUYEHHOTO Kpyra JHIl, B TOM YHCIE
o0HapoJ0BaHKHE MEPCOHANBHBIX JaHHBIX B CPEICTBAX MAaccOBOW MHGpOpMAIUU, pa3MelIeHHE B
MH(OPMALIMOHHO-TEJICKOMMYHUKAIIMOHHBIX ~ CETSAX  WMIM  MPEJOCTaBlIeHHEe  JocTyla K
MEpCOHAJIbHBIM OTaHHBIM KaKUM-JIH0O MHBIM CIIOCOOOM.

Pecypc wundopManmoHHO# cHcTeMbl — KMEHOBAaHHBIM JJIEMEHT CHCTEMHOTIO,
MIPUKJIAHOTO WU amlmapaTHoro obecredenust pyHKIMOHUPOBaHUS HHPOPMAIIMOHHON CUCTEMBI.

CrnenuajibHble KATErOPHMH MNEPCOHAJBHBIX JAaHHBIX - I[I€PCOHAIbHBIE JaHHBIE,
KacaroulMecss pPacoBOM, HAlUMOHAJIbHOM  MPUHAIJIEKHOCTH, MOJUTUYECKUX  B3IJIAJIOB,
PETUTHO3HBIX WM (QHIOCOPCKUX YOEKIACHUH, COCTOSHHUS 3J0POBbS W HMHTUMHOH IKU3HH
CyOBeKTa MepCOHATBHBIX JAHHBIX.

CpencrBa BBIYMCIUTEIbHOH TEXHUKH — COBOKYITHOCTh IIPOIPAMMHBIX U TEXHUYECKHUX
AJIEMEHTOB CHUCTEM OOpabOTKH JAHHBIX, CIIOCOOHBIX (YHKIIMOHUPOBATH CAMOCTOSITENILHO WM B
COCTaBe JAPYTUX CUCTEM.

Cy0bekT nocryna (cy0beKT) — JIMII0O WIM TPOIECC, JCUCTBUS KOTOPOTO
peraaMeHTHPYIOTCS MPaBUIaMH pa3rpaHUUYEHUs T0CTyIa.

TexHuueckuii KaHaJ yTe4YKH MH()OPMALUM — COBOKYIHOCTh HOCHUTENS MH(POPMALIUH
(cpenctBa 00paOOTKM), (QU3MUECKOW Cpelbl pacnpoCTpaHEeHUs MH(OPMATHBHOTO CUTHAJIa M
CPEICTB, KOTOPBIMU J100bIBaETCS 3aliuiaeMasl HHpopMaius.

TpancrpannyHasi mepeaaya NepPCOHAJNbHBIX JAHHBIX — IIepeada IEepPCOHATbHBIX
JaHHBIX omnepatopoM 4yepe3 [ocymapctBeHHyro rpanuilly Poccuiickori ®enepauuu opraHy
BJIACTM MHOCTPAHHOT'O TOCYJapcTBa, (PU3MUECKOMY WM IOPHUIAMYECKOMY JIMIy MHOCTPAHHOTO
rocy1apcrBa.

Yrpo3sl 0€30IaCHOCTH MEPCOHANBHBIX [JaHHBIX — COBOKYIIHOCTh YCIOBUH U
(bakTOpOB, CO3/IAIOLINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIIy4ailHOTO, JOCTyMa
K IEPCOHAIbHBIM JAHHBIM, PE3yJbTaTOM KOTOPOI'O MOXKET CTaThb YHUYTOXXEHHE, W3MEHEHUE,
OJIOKMpOBaHME, KOMHMPOBAHUE, PACIPOCTPAHEHUE IEPCOHANBHBIX JAHHBIX, a TaKXe HHBIX
HECAaHKIIMOHMPOBAHHBIX JACUCTBUM mpu uX o00paboTke B WHPOPMALMOHHON cHcTeMe
NEPCOHAIBHBIX JaHHBIX.

YHUUYTOXKeHNe TMepPCOHAJbHBIX [AaHHBIX — JCHCTBUS, B pe3yibTare KOTOPBIX
HEBO3MOKHO BOCCTAHOBUTH COJIEpPKAHME MEPCOHAIBHBIX JAHHBIX B MH(OPMAIMOHHON CHUCTEME
MEPCOHAIBHBIX JAaHHBIX WM B Pe3yJbTaTe KOTOPHIX YHHUTOXKAIOTCS MaTepHallbHble HOCHUTENIU
NEPCOHAIBHBIX JaHHbIX.

YTeuka  (3amumaeMoil) uWHGOpPMAIMH O TeXHHMYECKMM  KaHajJaM  —
HEKOHTPOJIMPYEMOE paclpocTpaHeHHe MH(OPMAIMK OT HOCUTENS 3alUIlaeMoi MHpopManuu



yepe3 (U3UUECKYI0 Cpely A0 TEXHHYECKOro CpEICTBA, OCYILECTBISIOIIET0 MepexBaT
uHpOpMaLnH.

Yupexaenue — YUpPEKICHUS 3APABOOXPAHEHUsS, CONMAIBHOW cdeprl, Tpyna u
3aHSTOCTH.
Ya3BuMocTh — C1a00CTh B CPEIACTBAX 3aIIMTHI, KOTOPYIO MOXHO HCIIOJIb30BATh JIJIs

HapyLEHUs CUCTEMBI WM coJiepKallieiics B Hell uH(opMaruu.

LesocTHOCTH HHPOPMAMU — CIOCOOHOCTH CPEJICTBA BBIYMCIUTEIBHON TEXHUKH WIIH
ABTOMATH3UPOBAHHOM CHCTEMBI OOECeYrBaTh HEHM3MEHHOCTh HWH(POPMALUU B YCIOBHAX
CIIy4auHOI'0 WU NPEJHAMEPEHHOTO NCKAKEHUS (pa3pyLeHus).

OBO3HAYEHUA U COKPAIIIEHU A
ABC — aHTHUBHpYCHBIE CPEICTBA

APM - aBTOMaTH3UpOBaHHOE paboyee MECTO
BTCC — BcrioMoraTeabHble TEXHUYECKHE CPEJICTBA U CUCTEMBbI

UCTI[Jn — wuHdopManmoHHas CHCTEMa IEPCOHATIbHBIX
JTAHHBIX

K3 — koHTponupyemas 30Ha

JIBC — nokanbHasi BBIYUCIUTEIbHAS CETh

MD — MmexceTeBoil IKpaH

HCJl — HecaHKIMOHUPOBAHHBIA JOCTYI

OC — onepanuoHHas cucteMa

[1/In — nepcoHaNbHBIE JaHHBIE

[IMB — nporpaMmmMHO-MaTeMaTH4eCKO€e BO3ACUCTBUE

[10O — nporpammHoe o0ecrieueHne

[IDMUH — noOouHbIe 37eKTPOMAarHUTHBIE U3JIyUYE€HUS U HABOJKU
CA3 — cucremMa aHainu3a 3alllUIIEHHOCTH

C3U — cpeactBa 3amuThl HHGOpMALUU

C3I1I1 — cuctema (mocucTeMa) 3alluThl IEPCOHATBHBIX TaHHBIX
COB — cucrema oOHapyKeHHsI BTOPKEHUN

TKYUW — TexHuueckue kKaHajbl yTeUkd HHPOpMaLUn

VYBITlH — yrpo3sl 6€3011acHOCTH IEPCOHATBHBIX TAHHBIX



BBEJIEHUE

Hacrosimas [lomutnka wuHpoOpMannoHHoi ©OezomacHoctn (mamee — IlonmuTHka),
pa3paboTaHa B COOTBETCTBUU C LIEJSIMHU, 33J]a4aMU U TPUHIMIIAMHU oOecrieueHus: 0€301acHOCTH
MePCOHANIBHBIX JIAHHBIX M3J10’)KeHHBIX B KoHnenuu nndopmarmonHoit 6ezonacuoctu UCII/IH.

[TomuTuka pa3zpaboraHa B cooTBeTcTBUU ¢ TpeboBaHusaAMU DenepanbHOro 3akoHa ot 27
utons 2006 r. Ne 152-@3 «O mnepcoHanbHBIX AAHHBIX» U IocTaHoBieHUs [IpaButenbcTBa
Poccuiickoit ®eneparym ot 11 HOsOps 2007 r. Ne 781 «O6 yrBepxkaenuu Ilomokenus: o0
obecriedyeHnn 0€30MaCHOCTU MEPCOHAIBHBIX JaHHBIX IpU MX 00paboTke B MH(POPMALMOHHBIX
crcTeMax IepCOHANbHBIX JIaHHBIX», HA OCHOBAHUU!

- «PexomeHanuit 1Mo oOecrmeueHuI0 0e30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH UX
0o0paboTke B HWH(POPMALMOHHBIX CHUCTEMax MEPCOHAIBHBIX JAHHBIX», YTBEPXKIACHHBIX
3amecturenem aqupekropa @CTIK Poceun ot 15.02.2008 1.,

- «TunoBeix TpeOOBaHMII 1O oOpraHu3zalud U oOecrneyeHur (QYHKIHOHUPOBAHUS
mH(poBaTbHBIX (KPUNTOTPAPUUECKUX) CPEACTB, MPEeIHA3HAYCHHBIX ISl 3aIIUTHI HH(OPMAIIHH,
HE COJEp)Kallled CBEACHUM, COCTABJIAIOIIMX TOCYHApCTBEHHYIO TaWHy B Ciy4ae W3
UCIOJIb30BaHUsA 1yl o0ecredeHns 6e30MacHOCTH MEePCOHAIBHBIX JaHHBIX MPU MX 00paboTkKe B
MH(POPMALIMOHHBIX CHUCTEMax IMEPCOHAJbHBIX JAHHBIX», YTBEP)KICHHBIX PYKOBOJICTBOM &
Hentpa ®CB Poccun 21.02.2008 r. Ne 149/6/6-662.

B Ilonutuke onpexnenensl TpedoBanus k nepconany MCII/IH, creneHb OTBETCTBEHHOCTH
NepCOHaNa, CTPYKTypa U HEOOXOAMMBIH YpOBEHb 3aILMIIEHHOCTH, CTaTyC WU JIOJKHOCTHBIC
0053aHHOCTH COTPYAHMKOB, OTBETCTBEHHBIX 3a oOecreueHue Oe30MacHOCTH MEePCOHAIBbHBIX
JIAHHBIX B OOIIECTBE.

1. O01ume MoJI0KeHUs

Lenpro HacTosmieii [lonuTuku sBIseTcs oOecreueHre 0€30MacCHOCTH OOBEKTOB 3aIlUTHI
oOmiecTBa OT BCEX BHUJIOB YTPO3, BHEIIHUX U BHYTPEHHUX, YMBIIIJIEHHBIX U HEMPEIHAMEPEHHBIX,
MUHHUMH3AIUS yiiepoa oT BO3MOXKHOU peanm3aiuu yrpo3 6ezonacHoctu [1IJIH (YBITIH).

be3omacHOCTh ~ MEPCOHANBHBIX  JAHHBIX  JIOCTHTAeTCS  MyTeM  HCKIIOUYEHUS
HECaHKI[MOHUPOBAHHOTO, B TOM 4YHCJIe CIY4YallHOrO, JOCTyNMa K TMEpPCOHAJbHBIM JTaHHBIM,
pesyanaTOM KOTOpOFO MOXET CTaThb YHI/ILITO)KGHI/IG, HU3MCHCHUC, 6J'IOKI/Ip0BaHI/I€, KOHHpOBaHI/IC,
paCHPOCTpaHeHI/Ie HCpCOHaJIBHBIX JaHHBIX, a TAKXKXE NHBIX HGC&HKHI/IOHI/IpOBaHHI)IX HeﬁCTBHﬁ.

Nudopmanus u cBA3aHHBIE C HEW pecypchl JOMKHBI OBITh JOCTYIHBI IS
aBTOPU30BAaHHBIX MOJIb30BaTeNel. JIOMKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHApY)KEHUE U
pearupoBanue Ha Y BIT/IH.

JIOIDKHO ~ OCYIIIECTBISTHCA TMPEJOTBPAIICHUE TMPEIHAMEPEHHBIX WM CIyYalHBIX,
YaCTUYHBIX WM MOJHBIX HECAHKITMOHUPOBAHHBIX MOIU(DUKAIINNA UITH YHUYTOXKCHUS TAHHBIX.

CoctaB OOBEKTOB 3alIMTHl TpeAcTaBieH B [lepeyHe mepCOHaNbHBIX JIaHHBIX,
IOJIJIeKAIIUX 3aIUTe.

Cocra UCII[IH mnomnexamux 3amure, nOpeacTaBieH B Oryere O pe3ynbTarax
MIPOBEJICHUS] BHYTPEHHEH MPOBEPKH.

1.1 O6aacrp neiictBus
TpeboBanust Hactosmiel [ToMUTUKY pacIPOCTPAHAIOTCS HA BCEX COTPYTHUKOB 00IIEeCTBa
(ITaTHBIX, BPEMEHHBIX, PaOOTAIONIMX MO KOHTPAKTY M T.I.), & TaKXKe BCEX TPOYMX JIUI]
(OIS TIMKH, Ay TUTOPHI U T.11.).



2. Cucrema 3a1lIMTHI MEPCOHATBHBIX JJAHHBIX
Cucrema 3amuThl epcoHaibHbIX JaHHBIX (C3I1/IH), cTpoUTCS Ha OCHOBAHUU:

- Ortyera 0 pe3ynbTaTax MPOBEACHUS BHYTPEHHEN POBEPKY;

- IlepeuHst nepcoHaIbHBIX JaHHBIX, OJIEKAIIUX 3aIINUTE;

- AxTa K1accupuKay THPOPMALMOHHON CUCTEMBI IIEPCOHATIBHBIX JAHHBIX;
- Mogenu yrpo3 06€30macHOCTH EPCOHAIBHBIX TaHHBIX;

- [TomoxeHus 0 pa3rpaHUYEHUN MPaB JOCTyNa K 00pabaThIBAEMbIM MTEPCOHATLHBIM
JTAaHHBIM;

- PykoBonsamux nokymentoB @CTOK u ®Cb Poccun.

Ha ocHoBaHuM 3TUX JTOKYMEHTOB OMPEIEISETCS HEOOXOMMBIN YPOBEHb 3alIUIIICHHOCTH
[Idn xaxnout UCII[dn obmectBa. Ha ocHOBaHMM aHanmm3a akTyalbHBIX Yrpo3 0€30MMacHOCTH
[I/In ommcanHoro B Mogenn yrpo3 um Otyera O pe3ysbTarax NPOBEJICHUS BHYTPEHHEH
MIPOBEPKHU, JETACTCs 3aKII0UEeHHE O HEOOXOIMMOCTH HCIOJIb30BAaHHUS TEXHHUUYECKHUX CPEACTB U
OpraHU3AllMOHHBIX MEPONpHUATUNA 11 obecrneuenust Oe3omacHoctu [1J[H. BriOpannbie
HEOOXOIMMBIC MEPOTPHUATUS OTpakaroTcsi B [laHe MEpOnpHsTHIA MO OOECIICYCHHUIO 3allUTHI
ITH.

Jna xaxnoit UCII/In nomxkeH OBITH COCTABIEH CIHCOK HCIOJIb3YeMbIX TEXHHUYECKHX
CPEJICTB 3alllUTHI, & TaK e MPOTrPAMMHOT0 O0eCTIeUeHHUs yJacTByromero B oopadorke [1/1H, Ha
Bcex anemenTax MCII/In:

- APM nonp3oBateneii;
- CepBepa IPUITOKEHHUIA;
- CVYB/;

- I'panura JIBC;

- KananoB mepenaun B ceTu OOIIEro MOJIb30BAHUA U (MJIM) MEXKIYHApPOIHOTO

oOMeHa, eciu 1o HuM nepenatorest [1/1H.

B 3aBucumoctu ot ypoBHs 3amuiieHHocTH WCII[H m axrtyampHbix yrpos, C3I1Ix
MO’KET BKJIIOUATh CIEAYIOIINE TEXHUUECKHE CPEICTBA:

- AHTUBHUPYCHBIC CPEACTBA IS paOOUMX CTAHIIUH MOJIb30BATENICH U CEPBEPOB;
- CPEJICTBA MEXKCETEBOT0 SKPAaHUPOBAHMUS;

- cpeacTBa  Kpunrorpaduyeckol  3amuThl  MHGOpMauWu, TNpU  Tepenaue

3aluIIaeMoi HHPOpMAaIMH 110 KaHAJIaM CBS3H.

Tak >xe B CIUCOK JOJDKHBI OBITh BKJIIOUEHBI (YHKIMHU 3aIIUTHL, OOecredrBaeMble
HITaTHBIMU cpefcTBamMu o6padboTtku [1/[n oneparmonusiMu cucremamu (OC), npukianubv 110
U CHEeUAIbHBIMU KOMIUIEKCAMU, PEaTU3YIOIIMMH CpeAcTBa 3aiuThl. Crucok (GyHKIUN 3alIUThI
MOJKET BKJIIOUYATh:

- YIIPaBIEHUE U Pa3TPaHUYCHHUE JOCTYIIA MTOJIb30BATEIEH;
- PETUCTpAIMIO U yUeT AeUCTBUH ¢ nHpopMalueH;

= obecrneucHue OECJIIOCTHOCTHU JaHHBIX,

- oOHapyXeHHE BTOPKEHUH.
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Crnucok UCHONB3YEeMBIX TEXHHYECKHMX CpelncTB oTpaxkaerca B KypHane ydera
MaIIMHHBIX HOcuTenel [1/[H 1 yCTaHOBICHHBIX Ha HUX CPEICTB 3aluThl HHPopMaruu. Crucok
HCIIOJIB3YEMBIX CPEJICTB JIOJKEH MOJICPKUBATHCS B aKTyaJIbHOM COCTOSIHUU. [Ipu n3menenuun
CcocTaBa TEXHMYECKHX cpelncTB 3amuThl win snemeHtoB HWCIIJIH, cooTBeTcTByMOIINE
M3MEHEHUs JO0JDKHBI ObITh BHECEHBI B JKypHan U yTBEpkKAECHbI PyKOBOJUTENIEM OOIECTBA WU
JUIIOM, OTBETCTBEHHBIM 3a oOecrieueHue 3amuThl [11H.

3. TpedoBanus k noacucremam C3I11n
C3I1/n Briro4aeT B ceOs CIEAYIOIINE TOJCUCTEMBI:

- YIpaBJICHUs JOCTYIIOM, PETUCTPALUU U Y4ETa;
- obecrie4yeHus 1eJOCTHOCTH U JOCTYITHOCTH;

- QHTUBHUPYCHOM 3aILNTHI;

= MEXCETEBOI0 IKPaHUPOBAHUS;

- aHaJIN3a 3alIUIICHHOCTH;

- O0Hapy»XeHUs BTOP)KEHUH;

- KpunrTorpau4eckoi 3aluThl.

[oncucremsr C3II[JH WMEIOT pa3nu4HbIA (QYHKIMOHAI B 3aBUCHMOCTH OT KJacca
WCIIx, onpeneneHHOro B AKTe KiacCHpUKauyu WHYOPMAIIMOHHON CHCTEMBI NEPCOHATBHBIX
JTAHHBIX.

3.1. Moacucrembl ynpaBJjieHusi JOCTYIIOM, PETUCTPALIMHU U y4eTa
[logcucrema ympaBlieHHs AOCTYNIOM, PErUCTpallMM M Yy4yeTa NpelHa3HadeHa s
peanu3anuu CIeayrmux GyHKIIHMA:
- UACHTU(DHUKAIIMHN U TTPOBEPKA MOJATMHHOCTH CyObeKTOB foctyna rnpu Bxoze B UCII/H;

= I/II[GHTI/I(i)I/IKaIII/II/I TCPMHHAJIOB, Y3JIOB CCTH, KAaHAJIOB CBA3U, BHCHIHUX YCTpOﬁCTB 1o
JJOT'M4YCCKHUM UMCHaM,

- UACHTU(UKAIIMK TPOrpaMM, TOMOB, KaTaJloroB, (ailyioB, 3amucei, mosieid 3amuceil mo
HMEHAM;

- perucTpanuu Bxoja (BbIXOJa) CYOBEKTOB JOCTyla B CHUCTeMY (M3 CHUCTEMBI), JTHOO
perucTpanus 3arpy3ku U HHUIIMAIN3alUKA ONIEPAIIMOHHON CHUCTEMBI M €€ OCTaHOBA.

- perucTpaiuy MoMbITOK J0CTYyIa NMPOrpaMMHBIX CPEACTB (Iporpamm, IpoLEccoB, 3ajad,
3aJJaHMil) K 3allUIIaeMbIM Qaiinam;

- PErUCTpalMU MOMBITOK JOCTYIA MPOTPAaMMHBIX CPEICTB K TEpMUHAIAM, KaHajaM CBSI3H,
porpamMmam, ToMam, Katajioram, (haitinam, 3ammucsM, MoJsIM 3arucei.

[Toncucrema ympaBieHUS TOCTYIIOM MOXET OBITh peajir3oBaHa C MOMOIIBIO IITATHBIX
cpenct oopadoTku [1/1x (onepanmonnsix cucrem, npuinoxkeHnit u CYBJI). Tak xe MoxeT ObITh
BHEJPEHO CIEIUAIbHOE TEXHUYECKOE CPEJICTBO WM HUX KOMIUIEKC, OCYIIECTBISIONINMA
JIOTIOTHUTEIIbHBIE MEPBI M0 ayTeHTU(UKALIUY U KOHTPOJTIO.

3.2. IToacucrema odecreyeHUs HEJOCTHOCTH U JOCTYIIHOCTH
IToncucrema obecniedeHUs LEIOCTHOCTM UM JIOCTYITHOCTH TpEAHA3HAuYeHa s
obecriedeHrsl LEJIOCTHOCTH M AOoCTymHOCTH IIJ[H, mporpaMMHBIX W anmapaTHBIX CPEICTB



HUCIIAn oOmecTBa, a TaK Xe CpPEACTB 3allMThl, NpPU CIy4alHOM WJIM HaMEpEeHHOU
MoaubUKAIIH.

Iloncucrema peanusyercss C TMOMOIUBIO OPraHHM3allMM  PE3EPBHOIO  KOMMPOBAHUS
o0pabaTbIBaeMbIX JaHHBIX, a TAK )K€ pe3epBUPOBAHUS KIr0ueBbIX d1eMenToB UCII/IH.

3.3. [logcucreMa aHTUBMPYCHOM 3a1MTHI
[Toncucrema aHTHBHPYCHOM 3aIIMTHI MpEAHA3HAYEHA Ui 00ECIICYeHUs] aHTUBUPYCHOM
3amuThl cepBepoB 1 APM nonp3oBareneit ICIIIH obmecTsa.
CpencrtBa aHTUBHPYCHOM 3alIUThl IPEIHA3HAYCHBI Ul pealu3alud  CIEOYIOUX

hyHKIMIA:
- PE3UIEHTHBIN aHTUBUPYCHBIH MOHUTOPHHT;
- AHTUBUPYCHOE CKaHUPOBAHUE;
- CKpUNT-0J0KMPOBAHHUE;

- [EHTPAIN30BaHHYIO/ yJAIEHHYIO YCTAaHOBKY/ACUHCTAIUISILIAIO
AHTUBUPYCHOT'O MPOAYKTA, HACTPOUKY, a[IMUHUCTPUPOBAHHE, IPOCMOTP OTUETOB
U CTaTUCTUYECKOW HH(OpMaLIUU 1O paboTe MPOAYKTA;

= ABTOMATU3HPOBAHHOC OOHOBJIEHHE AHTHUBUPYCHBIX 633;

= OTpaHUYCHHUC IIpaB II0JIB30BATCIISI HAa OCTAHOBKY HUCIIOJHACMBIX 3aJdad U
HN3MCHCHUA HACTPOCK aHTUBUPYCHOTO ITPOrpaMMHOI'O O6CCHC‘ICHI/IH;

- ABTOMAaTUYECKUH 3aIlyCK Cpa3y IOCJE 3arpy3KH ONEpaMOHHON CUCTEMBI.
Ilogcucrema  peanusyercs IyTeéM  BHEIPEHHs  CHEHUAIBHOTO  aHTUBUPYCHOI'O
porpaMMHOro obecneueHus Ha Bce aiaeMmenTsl UCIT/(H.

3.4. IloncucreMa MesKceTeBOI0 IKPAHUPOBAHHUSA
Iloncucrema  MEXCETEBOTO  SKpaHMPOBAHUS  INpEeAHA3HAYeHa I pean3aluu

CIIEAYIOIMINX (QYHKIUI:

- ¢GuiIbTpauM OTKPBHITOrO U 3amugpoBaHHOro (3akpbiToro) IP-rpaduka no cienyrommm
napamerpam;

- ¢uKcau BO BHYTPEHHUX JKypHajaX HHQOpPMAIMK O TMPOXOASIIEM OTKPHITOM H
3akpbiToM [P-Tpaduke;

- UACHTU(PUKAIMM U ayTEeHTU(PUKAIMK aIMUHUCTPAaTOpa MEXKCETEBOI0 3KpaHa IpHU €ro
JIOKQJIBHBIX 3aIIpOCax Ha JOCTYII,

- perucTpanuu BXoja (BhIXOAAa) aJIMUHHCTPATOpPAa MEXKCETEBOTO JKpaHa B cucTeMy (U3
CHUCTEMBI) TUOO 3arpy3Kd M HHUITHATH3AIIUNA CUCTEMBI M €€ IIPOTPAMMHOT0 OCTaHOBA;

- KOHTPOJIS LIETTOCTHOCTU CBOEH MTPOrpaMMHOM ¥ HH(POPMAITMOHHON YacTH;

- buIbTpaMM TMAKEeTOB CIYXEOHBIX MPOTOKOJOB, CIYXAIUX MM JUATHOCTUKH W
yIpaBiaeHus: pab0OTON CETEBBIX YCTPOMCTB;

= (I)I/IJ]LTpaI_II/II/I C Y4€TOM BXOAHOTO U BBIXOAHOTO CETCBOI'O PIHTCp(bCfIC& KakK CpCacTBa
MMPOBEPKU NOJAJIMHHOCTH CETCBBIX aAPCCOB;

= perucTpanuu U y4eTa 3anpanmBacMbIX CEPBUCOB IIPUKIIAIHOIO YPOBHSI,

- OJIOKMPOBAHUSA OCTYIA HEUMIEHTH(PUINPOBAHHOTO 00BEKTA UM CYOBEKTA, MOATUHHOCTD
KOTOPOTO IPH ayTeHTU(HUKAINU HE TIOATBEPANIACH, METOIaMH, YCTOHUUBBIME K IIEPEXBaTYy;
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- KOHTPOJISI 32 CETEBOI aKTUBHOCTBIO MPUIIOKEHHU U 0OHAPYKCHHSI CETEBBIX aTak.
[logcucrema peanusyeTcss BHEIPEHUEM IPOTPAMMHO-ANNApaTHBIX  KOMILIEKCOB
MEKCETEBOI0 3KpaHupoBanus Ha rpanuie JIBC, kinaccom He Huxe 4.

3.5. IToacucreMa aHAJIN3A 3AIMUIIEHHOCTH
[Toncucrema aHanmu3a 3alIUIIEHHOCTH, JOJDKHA 00ECTIeYMBATh BBISIBICHUS YS3BUMOCTEH,
cBs3aHHBIX ¢ ommOKkamu B KoH(urypauuu [10 UCIIAH, KoTOphIe MOTYT OBITH MCIIOJIB30BaHbI
HapyLIUTENIEM ISl peali3alii aTakh Ha CUCTEMY.
@OyHKIMOHAN  TOACUCTEMBI  MOXET  OBITh  peajn30BaH  IMPOTPAMMHBIMH |
IPOrpaMMHOAMNIIAPATHBIMU CPEACTBAMH.

3.6. Ilogcucrema oOHApY:KeHHsI BTOPKEHU I
[Togcucrema oOHapyKeHUsS BTOPKEHUM, MOJDKHA OOECNEYMBATH BBISIBJICHHUE CETEBBIX
atak Ha osneMeHThl WCIIJIH mnoxakitoueHHBIE K CeTAM OOILIero mojb30BaHus U (WIIN)
MEXIYHapOJAHOrO 0OMEHa.
OyHKIMOHANT  MOACUCTEMBbl  MOXET  ObITh  peaJu30BaH  [POTrPaMMHBIMH U
IIpOrpaMMHOAIIIaPAaTHEIMUA CPEACTBAMU.

3.7. lloncucreMa KpunTorpapuuecKo 3aUThHI
[Toxcucrema kpunrorpaduveckold 3almIUThl MpeAHasHaveHa s uckimodeHus HCI k
sanmumaemoii nagopmarmu B MCILIn OO0 « », IPU €€ Iepeaade Mo KaHajaM CBS3HU
ceTeil 0011ero Noab30BaHus U (UJIM) MEXIyHApOAHOTO 0OMEHa.
[Toxcucrema peanusyeTcsi BHEAPEHUEM KpHUNTOrpaduyecKux MpOrpaMMHO-aIapaTHhIX
KOMILJIEKCOB.

4. IMoab3oBatean UCIIIn
B Konuenuuu uH@opManroHHON 0€30MacHOCTH OIpe/eieHbl OCHOBHBIE KAaTErOpUU
nosib3oBareneil. Ha ocHoBaHMM 3TuUX KaTeropuil A0JKHA OBbITH TNPOMU3BEACHA TUIU3ALUSA
nosib3oBareneit MCII/IH, onpeneneH ux ypoBeHb JOCTyIa M BO3MOXHOCTH.
B MUCII[ln ofmecTBa MOXHO BBIJICIUTh CIEAYIOUIME TPYNIbl I0Jb30BaTENEH,
y4acTBYIOUIMX B 00paboTke u xpanenuu [1/1H:

- Anmunuctparopa UCII/IH;
- AnMuHHCTpaTopa 0€30MacHOCTH;

- Oneparopa APM;

JlaHHBIE O IpyMIax MMOJIb30BaTENAX, YPOBHE UX JOCTYIA U HH(HOPMUPOBAHHOCTH JTOJIKEH
ObITh oTpakeH B IlojokeHHMHM O pa3rpaHMYeHMH TIpaB JocCTynma K oOpabaThIBaeMbIM
MIEPCOHAIBHBIM JJAHHBIM.

4.1. Axmunucrparop UCIIIn

Anmunuctpatop MCIIIH, coTpynHuk oOmecTBa, OTBETCTBEHHBIM 3a HACTPOIKY,
BHeapeHnne u comnpoBoxkaeHue MCII[IH. OOecneunBaer (yHKIIMOHUPOBAHHUE IOJICUCTEMBI
yopaienuss poctynoM MCIIJIH © ymoJHOMOYEH OCYWIECTBIATh MPEIOCTaBICHUE H
pasrpaHuyeHue 10cTyna KoHeuHoro noibs3zoBarens (Oneparopa APM) k anemeHTam, XpaHsmuMm
[IEPCOHAJIbHBIE JAHHBIE.

Anmunuctpartop MCII/IH o6nagaeT cienyromuM YpoBHEM JOCTYTIa U 3HAHUH:

- oOjasaeT TOJMHOW WHGpOpMAIMEl O CHCTEMHOM M TPHKIATHOM IPOrPaMMHOM
o6ecneuennu MCIIJIH obmectna;



- obnamaeT mojHOM MHGOpPMaIKei 0 TeXHUYeCKUX cpenactBax u koHdurypanun UCIIH;

- UMEeT JIOCTYIl KO BCEM TEXHHYECKHM CPEICTBaM O0OpaOOTKH WH(OPMAIMH M JaHHBIM
HCIIJIH o6miectBa;

- obnamaer npaBaMu KOH(QUTYPHPOBAHUS U aJMUHUCTPATUBHOW HACTPOUKH TEXHUYCCKUX
cpenctB UCII/In oOmecTna.

4.2. AIMMHUCTPATOP 0€3011aCHOCTH
AnMuHUCTpaTOp  0€30MacCHOCTH,  COTPYAHHUK  OOIIECTBa, OTBETCTBEHHBIA  3a
¢ynkunonupoanue C3II/IH, BkIO4as oOCIy)KMBaHHME W HACTPOWKY aIMHUHHCTPATUBHOM,
CEpPBEPHOM U KIMEHTCKON KOMIIOHEHT.
AnmMuHUCTpaTop 6€30MacHOCTH 00J1a1aeT CIEAYIOIINM YPOBHEM JOCTYIIA U 3HAHUM:
- obnanaet npaBamu Aamunucrparopa UCII/IH obmiecTBa,;
- obnamaer nonHoi nHpopmarmeit 06 UCIIIH obmiecTsa,;

- UMEeT JIOCTYI K CpEICTBaM 3alUThl MH(OOPMAIMM U MPOTOKOJMPOBAHUS W K YaCTH
kimroueBbIx AnemenToB MCII/Ia obmecTBa,

- HE HMEeT NpaB JOCTyna K KOHPHUTYPUPOBAHHIO TEXHUYECKHUX CPEICTB CETH 3a
HCKJIIOYEHUEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).
AnmuHHCTpaTOp 0€30MaCHOCTH YIIOJIHOMOYEH:

- peann30BbIBaTh TOJUTUKU Oe3omacHocTH B yactu HacTpoiiku CK3U, mexceTeBbIX
SKPaAHOB U CHUCTEM OOHApY>KEHUS aTakK, B COOTBETCTBHM C KOTOPBIMHU MOJb30BaTenb (Oneparop
APM) nonyyaet Bo3MOXHOCTh paboTats ¢ anementamu MCII/In obmecTsa,;

= OCYHICCTBJIATL ayJUT CPCACTB 3alllUThI.

4.3. Oneparop APM
Omneparop APM, coTpynHuk obuiecTa, ocyuecTistonmii oopadorky I1[n. O6padorka
[I1n Bxirowaer: Bo3MOXHOCTH mpocmotrpa II/IH, pyunoit BBox IIJIlH B cuctemy UHCII/In
oOmiectBa , ¢GOpMHpPOBAHUE CIPAaBOK W oT4eTOB To WH(opmanuu, nomyuennod u3z UCIIIn
obmectBa. OmepaTop HE HMMeeT MOJHOMOYMM A YHpaBieHHs HOoJACHCTeMaMHM OO0pabOTKU
Jaaabx 1 C3I1/H.
Omnepatop UCII/In obmiecTBa 001a1aeT CAeAyIONIMM YPOBHEM JOCTYIA U 3HAHHM:

- obsagaer BCEMU HE00XO0AUMBIMU aTpudyTamMu (Hampumep, napoJiem),
o0ecrneunBaIIUMHU JOCTYIl K HEKOTOpOMY NoAMHOXKecTBY [1J1H;

= pacnoojiaract KOH(I)I/IILCHI_[I/IB.HLHLIMI/I JAaHHBIMHU, K KOTOPBIM UMCCT NOCTYII.

5. TpeGoBanus k nepcoHasy no odecnedeHuro 3ammthbl I1/{H

Bce cotpynnukm oOmiectBa, sBistomuecs: moibzoBareisiMu UCIIIH, MODKHBI Y9eTKO
3HaTh W CTPOTO BBIMOJHATH YCTAHOBJICHHBIC TMpaBWIa W OOS3aHHOCTH IO JOCTYNy K
3aIUIIaeMbIM 00BEKTaM U COOIIOICHUIO IPUHATOTO pexknma 6ezonacHoctu [1/]H.

[Ipu BcTymaeHUM B AOMKHOCTH HOBOTO COTPYJHUKA HEMOCPEICTBEHHBIM HaudadbHUK
MoApa3eliecHusi, B KOTOPOE€ OH TIOCTYIAeT, O0s3aH OpraHW30BaTh €ro O3HAKOMJICHHE C
JOJDKHOCTHOW ~ WMHCTPYKIIMEH W  HEOOXOIWMBIMH JIOKYMEHTAMH, PETJIaMEHTUP YIOIUMHU
TpeboBanuss 1o 3amute [I/[H, a Takke oOydeHHEe HaBBIKAM BBIMIOJIHEHUS TPOIEIY,
HEOOXOIMMBIX JJIsi CAHKIIMOHUPOBAHHOTO ucnonb3oBanus CIT/Ix.

CoTpynHUK JIOJDKEH OBITh O3HAKOMJIEH CO CBeAeHusMH Hacrtosmeid [lomutukw,
MPUHATHIX nporieayp padotsl ¢ anemernTamu UCITIn u C3I1/1H.
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CotpynHuku oOLIeCTBa, MCIONb3YIOIIME TEXHHUYECKUE CpEeACTBA ayTeHTHU(UKALUH,
JOJDKHBL  00€CIIeurBaTh COXPAHHOCTh WIACHTU(GUKATOPOB (AJIEKTPOHHBIX KIIOUE) M He
nonyckate HCJl kK HUM, BO3MOXXHOCTM HUX YTEPU WM HCIIOJIb30BAHUSA TPETHBUMH JIMIIAMH.
[Tonp30BaTeny HECYT MEPCOHATIBHYIO OTBETCTBEHHOCTD 32 COXPAHHOCTh UIEHTU(UKATOPOB.

CoTpynHuKH 00I1IeCcTBa JOJIKHBI CIEI0BATh YCTAHOBICHHBIM MPOLIETypaM MOJAepKAHMS
pexxuma 6ezonacHoctu [1/[H mpu BeIOOpE M MCIOJIB30BaHUM MApOsiel (€CIu HEe MCIOIb3YIOTCS
TEXHUYECKUE CPE/ICTBA AYyTCHTU(UKAIIUH).

Cotpynuauku OOO «_ » IOKHBI 00eCIeurBaTh HAUISKAIIYIO 3allUTy 000py10BaHUS,
ocTapisieMoro 6e3 mpUCMOTpa, OCOOEHHO B TEX CIy4asiX, KOrJa B MOMEIIEHUE UMEIOT JIOCTYI
MOCTOPOHHUE JHua. Bce monb3oBaTeNnn OMKHBI 3HATh TpeOoBaHus mno Oe3omacHoctu I1/{H n
MIPOIIETyPHI 3aIUTHI 000PYI0BaHNUs, OCTABICHHOTO 0€3 MPUCMOTPA, a TAK)XKE CBOM 00S3aHHOCTH
0 00ECTIeYeHUIO TaKOM 3aIlUTHI.

CoTpynHuKaM 3ampeniaercs yCTaHaBIMBATh MMOCTOPOHHEE MPOrpaMMHOE oOecreueHue,
MOJIKJIIOYATh JIMYHbIE MOOUIIbHBIE YCTPOMCTBA U HOCUTEIN MH(OpPMALIMH, & TaK KE 3alUChIBaTh
Ha HUX 3alIUIIaeMyI0 HHPOPMAITHUIO.

CoTpynHuKaM 3alpeniaeTcsl pasrianiarth 3aluiacMyo nHhOopMaIuo, KoTopas craia
YM U3BECTHA Ipu paboTe ¢ HHGOPMALMOHHBIMU CHCTEMaMHU OOIIECTBA, TPETHUM JIUIAM.

[Tpu padote ¢ [Tz 8 UCI1[AH coTpynHuKM 00mecTBa 00s13aHBl 00€CIIEUNTh OTCYTCTBUE
BO3MOKHOCTH nTpocMoTpa [IJIH TpeTbuMu nmunamu ¢ MOHUTOPOB APM ninu TepmMuHaios.

IIpu 3aBepmienun pabotel ¢ WCII[IH coTpynHuku oO0s3aHbl 3amuTuTh APM  umm
TEPMHUHAJIBI C TOMOIIBIO OJOKMPOBKM KIIFOUOM MJIM HKBUBAJEHTHOI'O CPEICTBA KOHTPOJIS,
HaIpuMep, JOCTYIIOM I10 MapoJIt0, ECIIM HE UCTOJb3YIOTCS 00Jiee CHIIbHBIE CPECTBA 3AIMTHI.

CotpynHuku oOmiecTBa AOKHBI OBITH MPOMH(DOPMHUPOBAHBI 00 yrpo3ax HapyIICHHS
pexxuma OezonacHoctd [I/lH M OTBETCTBEHHOCTH 3a ero HapyuieHue. OHM JTOJKHBI OBITH
O03HAKOMJICHBI C YTBEPXKJACHHOU (OpManIbHOM MPOIEAYypOd HAJIOXKEHUS HUCIUTLTMHAPHBIX
B3bICKAHUHA Ha COTPYJHUKOB, KOTOpbIE HAPYIIWJIM NPUHATHIE MOJUTUKY U HPOLEAYpPHI
oe3onacHoctH [1]1H.

CotpyaHuku o0si3aHbl 0€3 MPOMEIEHHsT cOoOoOIIaTh 000 BceX HAOMIOAaeMbIX WIH
MOM03pUTENbHBIX ciydasx padorel HWCII[H, Morymmux mnoBiedb 3a co00il yrpo3bl
6e3onacHoctu I1/IH, a Takke O BBIIBJICHHBIX UMHU COOBITHSX, 3aTparMBarolIuX OE30MACHOCTb
I1TH, pyKOBOACTBY NOAPA3JEIECHUS U JIUIY, OTBEYAIOIIEMY 3a HEMEUICHHOE PEarnpoBaHuE Ha
yrpo3sl 6e3onacHocTH [1aH.

6. ozxHocTHBIE 00s13aHHOCTH Mosb3oBaTeneil UCIIIn

JlomxHoCcTHBIE 00si3aHHOCTH Tosib3oBatenet  MCIIJIH omumcanbl B CIETYIOIIMX
JIOKYMEHTAaX:

- Uncrpykuus agmunuctparopa UCII/IH;

- Uncrpykuus nonb3oBatens UCII/IH;

7. OrBercTBeHHOCTH cOTpYyAHNKOB UCIIIH 061mecTBa

B cootBercTBHHM co cT. 24 DenepanbHOro 3akona Poccuiickoin @enepanyu ot 27 nrois
2006 r. N 152-®3 «O mepcoHalbHBIX AAHHBIX)» JIMIAa, BUHOBHBIE B HAPYIIEHUU TpeOOBAHUMI
naHHoro @enepanpHOrO 3aKOHA, HECYT TIPa)XJAAHCKYIO, YIOJOBHYI, aJMHUHUCTPATUBHYIO,
JUCHUIUIMHAPHYI0 M MHYIO IIPENYCMOTPEHHYIO 3aKOHOAATenbCTBOM Poccuiickoii denepannn
OTBETCTBEHHOCTb.



JlelicTByrolee 3aKOHOAATENbCTBO P TO3BOISET MpenbsBIATH TpPeOOBAHUS IO
oOecnieueHnto Oe3zomacHOi paboThl ¢ 3amuniaeMol uHbopManueld U IpeaycMaTpUBacT
OTBETCTBEHHOCTh 32 HApyIlIEHHWE YCTAHOBJICHHBIX MpaBWwi dKciyatanuu OBM u cucrewm,
HEMPaBOMEPHBIN JOCTYyNnl K HHGOpMAIMM, €CIH OTH JEHCTBHA MPHUBEIH K YHHUYTOXKCHHIO,
OJOKMPOBaHUIO, MOTUGHUKAMK HMH(POpPMAIMK WM HapylmeHuo pabotsl DBM wmmm cereit
(cratbm 272,273 u 274 YK PD).

Anmvunuctparop UCII[H u agMuHuCcTpaTOop 0€30MacHOCTH HECYT OTBETCTBEHHOCTH 3a
BCE JCHMCTBMS, COBEPLIEHHBIE OT MMEHM WX YYETHBIX 3alMCEM WM CHCTEMHBIX YYETHBIX
3aIuceid, eciiu He J0Ka3aH (akT HECAHKIIMOHUPOBAHHOTO MCIIOJIb30BaHHS YUETHBIX 3aITUCEH.

[Ipn HapymieHusXx coTpyaHukamu ooOmectBa — moib3oBareneid MCII[n mpasumn,
CBA3aHHBIX ¢ Oe3zomacHocThio [I/[H, OHHM HeECyT OTBETCTBEHHOCTb, YCTaHOBJIEHHYIO
JENCTBYIOIUM 3aKOHOaTenbcTBOM Pocculickon denepanuu.

[IpuBeneHHbIe BhIIE TPeOOBaHMS HOPMATHUBHBIX JOKYMEHTOB IO 3alluTe WHGOpMAIUU
JOJKHBI OBITH OTPAXKEHBI B TOJMKHOCTHBIX MHCTPYKIUSAX COTPYIHUKOB OOIIECTBA.

8. CniucoK MCno/Ib30BAHHBIX HCTOYHHKOB

1. ®epepanpubiii 3akon ot 27.07.2006 r. No 152-®3 «O nepcoHanbHBIX JaHHBIX» (Hanee
~®3 «O mnepcoHaJbHBIX JaHHBIX»), YCTAHABIMBAIOUIMI OCHOBHBIE NPUHLMUIBI U YCJIOBUSA
obpabotku I1/]H, mpaBa, 005S3aHHOCTH M OTBETCTBEHHOCTh YYACTHHUKOB OTHOIICHHIA, CBSI3aHHBIX
¢ obpabotkoii IT/]H.

2. «llonoxenne 00 obecriedeHNH O€30MACHOCTH IMEPCOHATBHBIX JAaHHBIX TPU X 00paboTKe
B MH(QOPMALMOHHBIX CHCTEMax IEPCOHAIBHBIX JAaHHBIX», yTBepKIeHHOe I[locTaHoBieHHEM
[IpaBurenscta PO ot 17.11.2007 r. Ne 781.

3. «llopsamox mnpoBeneHus KiacCUPUKAIUU HHOOPMALMOHHBIX CHUCTEM MEPCOHATBHBIX
JaHHBIX», yTBepKIeHHBIH coBMecTHBIM [Ipukazom ®CTIK Poccun Ne 55, ®CB Poccun Ne 86 n
Munungpopmesszu PO 20 or 13.02.2008 r.

4. «Ilonoxenue 06 0COOEHHOCTSIX OOpaOOTKH MEPCOHANBHBIX JaHHBIX, OCYIIECTBISIEMOI
0e3  HCHOJB30BAHUS  CPEACTB  aBTOMaTH3alMW»,  yTBepxkaeHHoe  IlocTaHoBieHunem
[IpaButensctBa PO ot 15.09.2008 1. Ne 687.

5. «TpebGoBaHusl K MaTepualbHBIM HOCUTEISIM OMOMETPUUYECKUX MEPCOHAIbHBIX JaHHBIX U
TEXHOJIOTUSIM XpaHEHUS TAaKUX JAHHBIX BHE MH(OPMAIIMOHHBIX CHUCTEM IEPCOHAIBHBIX
JNaHHBIX», yTBepkIeHHbIe [locTranoBnenuneM [Ipasurenscrea PO ot 06.07.2008 1. Ne 512.

6. HopmatuBHO-MeTonudeckune MOoKyMeHTHI DenepanbHON CiyX OBl 1O TEXHUYECKOMY M
sKcrepTHOMY KOHTpoito Poccuiickoit ®enepaunn (nanee - @CTOK Poccun) no obecnieueHuto
6e3onacHoctu I1/H npu ux o6padotke B UCII/IH.

7. Pexomenpmanuu mo oOecredeHuI0 O€30MacHOCTH MEePCOHAJBHBIX JAHHBIX TPH HX
00paboTke B HMH(GOPMAIMOHHBIX CHUCTEMax IEPCOHAIBHBIX JAaHHBIX, YTB. 3aM. TUPEKTOpa
®CTIK Poccun 15.02.08 . (ACIT)

8. OcHOBHBIE MEPOIIPHUITHS IO OPraHU3ALNU U TEXHUUECKOMY 00€CTIeYeHHI0 0€3011acHOCTH
MEPCOHATBHBIX JIaHHBIX, 00pabaThIBa€MBIX B HH(POPMALMOHHBIX CHUCTEMaxX MEPCOHAIbHBIX
JaHHBIX, YTB. 3aM. aupektopa @PCTIK Poccun 15.02.08 r. (LCII)



